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DETAILED ACTION 

1 . Claims 1 -38 have been examined. 

Specification 

2. The disclosure is objected to because of the following informalities: a typo at the . 
end of line 3 in the abstract, "num er". Appropriate correction is required. 

Claim Objections 

3. Applicant is advised that should claim 3 be found allowable, claim 4 will be 
objected to under 37 CFR 1 .75 as being a substantial duplicate thereof. When two 
claims in an application are duplicates or else are so close in content that they both 
cover the same thing, despite a slight difference in wording, it is proper after allowing 
one claim to object to the other as being a substantial duplicate of the allowed claim. 
See MPEP § 706.03(k). 

Claim Rejections - 35 USC § 101 

4. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

Claims 17-20 and 38 are rejected under 35 U.S.C. 101 because the claimed inventions 
are directed to non-statutory subject matter. 

■ Regarding claims 1 7-1 8. the claimed recording medium is not a computer- 
readable medium. 
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■ Regarding claim 19, it is not tangibly embodied as it is only software per se; the 
claimed subject matter, the computer program, is not stored on a computer-readable 
medium. Claims 20 and 38 are rejected on the same basis. 

Claim Rejections - 35 USC § 112 

5. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

6. Claims 1-11 and 17-18 are rejected under 35 U.S.C. 112, second paragraph, as 
being indefinite for falling to particularly point out and distinctly claim the subject matter 
which applicant regards as the invention. 

■ Claim 1 recites the limitation "the content" in line 15. There is insufficient 
antecedent basis for this limitation in the claim. For examination purpose, the 
limitation is interpreted as "content". 

■ Claim 7 recites the limitation "the cipher data" in line 1 0. There is insufficient 
antecedent basis for this limitation in the claim. For examination purpose, the 
limitation is interpreted as "cipher data". 

■ Claim 8 recites the limitations "the plurality information recording devices" in line 
2 and "the information recording device" in Ijne 4. There is insufficient 
antecedent basis for these limitations in the claim. For examination purpose, the 
limitation is interpreted as "the plurality information reproducing devices" and "the 
information reproducing device" (see independent claim 7). 



Application/Control Number: 10/049,434 Page 4' 

Art Unit: 2132 

■ Similar to claim 8, there is insufficient antecedent basis for the use of "the/said 
recording device" in claims 9-10. For examination purposes, the device(s) in 
claims 9-10 are interpreted as the information reproducing device(s) (see 
independent claim 7). 

■ Claim 17 recites the limitation "the information" in line 1 . There is insufficient 
antecedent basis for this limitation in the claim. In addition, the claim is generally 
narrative and indefinite, failing to conform with current U.S. practice. They 
appear to be a literal translation into English from a foreign document and are 
replete with grammatical and idiomatic errors. 

■ The claims and the 112, 2""^ paragraph problems discussed above are 
exemplary. There are extensive similar problems in other claims that have not 
been recited in this Office Action. Applicant is required to go over the whole set 
of claims to identify and correct these problems. 

Claim Rejections - 35 USC § 103 
7. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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8. Claims 1 -6, 1 2-1 3, 1 7-1 9, 21 , 23-27, 35 and 37-38 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Lotspiech (6,609,1 16) in view of Caronni et al 
(6,049,878). 

Regarding claims 1-2, 12, 17 and 19, Lotspiech discloses an information 
recording device for recording information on a recording medium, comprising: memory 
means for holding a device key unique to the information recording device, said memory • 
means also holding a calculate media key command comprising one or more media key 
blocks which are functionally equivalent to key renewal block(s) formed as renewal key 
storage data decryptable using the device key; and encryption means for decrypting the 
key renewal block decryptable using the device key to calculate an encrypting key used 
in encrypting data to be stored in said recording medium; said encryption means 
encrypting the data to be stored in said recording medium using the calculated 
encrypting key; said encryption means detecting, in encrypting and storing the content 
for said recording medium, the latest usable key renewal block from key renewal blocks ' 
stored in said recording medium and from the key renewal block stored in said memory 
means of the information recording device Itself, said encryption means encrypting the 
data to be stored on said recording medium using the encrypting key obtained on 
decrypting the detected latest usable key renewal block (col. 4, lines 16-20; col. 5, line 3 ' 
- col. 6, line 64). Lotspiech discloses that the information recording device is one of 
many information recording devices in a system for broadcasting encrypted content (col. 
3, lines 18-47); however, Lotspiech does not disclose implementing a key management 
method using a hierarchical tree structure having nodes each node having a unique 
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node key, and a plural number of such information recording devices, operating as 
leaves, each leaf having a leaf key unique to each information recording device. 
Caronni discloses implementing a key management method in a system for 
broadcasting encrypted content using a hierarchical tree structure having nodes each 
node having a unique node key, and a plural number of devices, operating as leaves, 
each leaf having a leaf key unique to each device (col. 4, lines 23-38; col. 6, lines 6-46; 
col. 8, line 56 - col. 9, line 37). It would have been obvious to one of ordinary skill in the 
art at the time the invention was made to modify Lotspiech system, device and method 
to implement a key management method in a system for broadcasting encrypted 
content using a hierarchical tree structure having nodes each node having a unique 
node key, and a plural number of devices, operating as leaves, each leaf having a leaf 
key unique to each device, as taught by Caronni. The motivation for doing so would 
have been to preserve bandwidth and to minimize computation complexity when 
updating cryptographic keys (col. 10, lines 36-53). Accordingly, the devices are 
information recording devices. 

Regarding claims 3-4, 13, 21, 24-25, 35 and 38, Lotspiech further discloses 
detecting the latest key renewal block from key renewal block stored on the recording 
medium and from the key renewal block stored in the information recording device and 
writing the latest key renewal block on the recording medium in case the latest key 
renewal block is the key renewal block stored in the information recording device and 
the latest key renewal block is not stored on the recording medium (col. 6, lines 22-64). ' 
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Regarding claims 5 and 26, Caronni further discloses renewing a node key(s) as 
claimed, the renewing being implemented using the tree-based key management 
method discussed in claim 1 (col. 8, line 56 - col. 9, line 37). 

Regarding claims 6, 18, 27, Lotspiech further discloses that the encrypting key is 
associated with a version number as the generation information (col. 5, lines 26-34). 

Regarding claims 23 and 37, Lotspiech does not disclose deleting a key renewal 
block that is not the latest key renewal block. Caronni discloses deleting old key 
information and storing only the latest key information, the key information being 
functionally equivalent to a key renewal block (col. 9, lines 51-59). It would have been 
obvious to one of ordinary skill in the art at the time the invention was made to modify 
the combined device and method of Lotspiech and Hiroshi to delete a key renewal block 
that is not the latest key renewal block, as taught by Caronni, to achieve fonward 
secrecy and to hinder replay or security attacks. 

9. Claims 14, 22 and 36 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Lotspiech in view of Caronni as applied to claims 12, 21 and 35 above, and further 
in view of Ishlguro (5,796,839). Lotspiech and Hiroshi do not disclose storing the latest 
key renewal block at the device if the latest key renewal block is stored on the recording 
medium and has not been stored at the device. Ishlguro discloses storing the latest key 
information, the latest key information being functionally equivalent to a key renewal 
block, at the device if the latest key information is stored on the recording medium and 
has not been stored at the device (col. 7, lines 13-33; col. 8, lines 12-20). It would have 
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been obvious to one of ordinary skill in the art at the time the invention was made to 
modify the combined device and method of Lotspiech and Hiroshi to store the latest key 
renewal block at the device if the latest key renewal block Is stored on the recording 
medium and has not been stored at the device, as taught by Ishiguro, for ease of 
encryption key management. 

1 0. Claims 7-11,1 5-1 6 and 20 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Ishiguro in view of Caronni et al (6,049,878). 

Regarding claims 7-8, 15 and 20, Ishiguro discloses an information reproducing 
device for reproducing the information from a recording medium, comprising: memory 
means for holding renewable key information, the renewable key information being 
functionally equivalent to key renewal blocks: and encryption means for decrypting the 
key information using a key provided in said information reproducing device to calculate 
an encrypting key used for decrypting the cipher data stored in said recording medium; 
said encryption means decrypting the cipher data stored in said recording medium using 
the calculated encryption key; said encryption means detecting the one of the key 
information stored in the recording medium and the key information stored in the 
memory means of the reproducing device itself, which has a version coincident with the 
version of the encrypting key of the content to be reproduced; said encryption means 
executing the decrypting processing of the cipher data stored on the recording medium 
using the encrypting key obtained by the processing of decrypting the detected key 
information (col. 3. lines 40-60; col. 4, line 43 - col. 5, line 13; col. 7, lines 20-30; col. 8, 
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lines 34-60). Ishiguro not disclose implementing a key management method using a 
hierarchical tree structure having nodes each node having a unique node key, and a 
plural number of such information reproducing devices, operating as leaves, each leaf 
having a leaf key unique to each information recording device. Caronni discloses 
implementing a key management method using a hierarchical tree structure having 
nodes each node having a unique node key, and a plural number of devices, operating 
as leaves, each leaf having a leaf key unique to each device (col. 4, lines 23-38; col. 6, 
lines 6-46; col. 8, line 56 - col. 9, line 37). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify Ishiguro device and 
method to implement a key management method using a hierarchical tree structure 
having nodes each node having a unique node key, and a plural number of devices, 
operating as leaves, each leaf having a leaf key unique to each device, as taught by 
Caronni. The motivation for doing so would have been to preserve bandwidth and to 
minimize computation complexity when updating cryptographic keys (col. 10, lines 36- 
53). Accordingly, the devices are information reproducing devices. 

Regarding claims 9 and 16, Ishiguro further discloses copying the latest key 
information from the recording medium to the information reproducing device (col. 7, 
lines 20-30; col. 8. lines 11-16). 

Regarding claim 10, Caronni further discloses renewing a node key(s) as 
claimed, the renewing being implemented using the tree-based key management 
method discussed in claim 7 (col. 8, line 56 - col. 9, line 37). 
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Regarding claim 1 1 , Ishiguro further discloses that the encrypting key is 
associated with a version number as the generation information (fig. 2). 

1 1 . Claims 28-34 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Ishiguro in view of Caronni and Lotspiech. 

Regarding claims 28-29 and 31-32, Ishiguro discloses an information 
reproducing device for reproducing the information from a recording medium, 
comprising: memory means for holding renewable key information, the renewable key 
information being functionally equivalent to key renewal blocks; and encryption means - 
for decrypting the key information using a key provided in said information reproducing 
device to calculate an encrypting key used for decrypting the cipher data stored in said 
recording medium; said encryption means decrypting the cipher data stored in said 
recording medium using the calculated encryption key; said encryption means detecting • 
the one of the key information stored in the recording medium and the key infornnation 
stored in the memory means of the reproducing device itself, which has a version 
coincident with the version of the encrypting key of the content to be reproduced; said 
encryption means executing the decrypting processing of the cipher data stored on the ' 
recording medium using the encrypting key obtained by the processing of decrypting the 
detected key information (col. 3, lines 40-60; col. 4, line 43 - col. 5, line 13; coL 7, lines 
20-30; col. 8, lines 34-60). 

Ishiguro does not disclose implementing a key management method using a 
hierarchical tree structure having nodes each node having a unique node key, and a 
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plural number of such information reproducing devices, operating as leaves, each leaf 
having a leaf key unique to each information recording device. Caronni discloses 
implementing a key management method using a hierarchical tree structure having 
nodes each node having a unique node key, and a plural number of devices, operating - 
as leaves, each leaf having a leaf key unique to each device (col. 4, lines 23-38; col. 6, 
lines 6-46; col. 8, line 56 - col. 9, line 37). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify Ishiguro device and 
method to implement a key management method using a hierarchical tree structure 
having nodes each node having a unique node key, and a plural number of devices, 
operating as leaves, each leaf having a leaf key unique to each device, as taught by 
Caronni. The motivation for doing so would have been to preserve bandwidth and to 
minimize computation complexity when updating cryptographic keys (col. 10, lines 36- 
53). Accordingly, the devices are information reproducing devices. 

Ishiguro does not disclose renewal means for comparing, in accessing the 
recording medium, the version of a key renewal block stored in the recording medium to 
that of the key renewal block owned by the reproducing device itself, and for writing the ' 
key renewal block of the new version in the recording medium, if the key renewal block 
of the new version is the key renewal block stored in the memory means of reproducing 
device itself, and the key renewal block of the new version is not as yet stored on the 
recording medium. Lotspiech discloses a recording/reproducing device comprises 
renewal means for comparing, in accessing a recording medium, the version of a key 
renewal block stored in the recording medium to that of the key renewal block owned by 
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the reproducing device itself, and for writing the key renewal block of the new version In 
the recording nnedium, if the key renewal block of the new version is the key renewal 
block stored in the memory means of recording/reproducing device itself, and the key 
renewal block of the new version is not as yet stored on the recording medium (col. 6, 
line 22 - col. 7, line 6). It would have been obvious to one of ordinary skill in the art at 
the time the invention was made to modify Ishiguro device to comprise renewal means 
for comparing, in accessing the recording medium, the version of a key renewal block 
stored in the recording medium to that of the key renewal block owned by the 
reproducing device itself, and for writing the key renewal block of the new version in the 
recording medium, if the key renewal block of the new version is the key renewal block 
stored in the memory means of reproducing device itself, and the key renewal block of • 
the new version is not as yet stored on the recording medium, as taught by Lotspiech. 
The motivation for doing so would have been that new key information could be 
transmitted to valid devices that share a revoked key with compromised devices. 

Regarding claim 30, Ishiguro does not disclose deleting a key renewal block that 
is not the latest key renewal block. Caronni discloses deleting old key information and 
storing only the latest key information, the key information being functionally equivalent 
to a key renewal block (col. 9, lines 51-59). It would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the Ishiguro device 
to delete a key renewal block that is not the latest key renewal block, as taught by 
Caronni, to achieve fonward secrecy and to hinder replay or security attacks. 
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Regarding claim 33, CaronnI further discloses renewing a node key(s) as 
claimed, the renewing being implemented using the tree-based key management 
method discussed in claim 28 (col. 8, line 56 - col. 9, line 37). 

Regarding claim 34, Ishiguro further discloses that the encrypting key is 
associated with a version number as the generation information (fig. 2). 

Conclusion 

12. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

U.S. Patent No. 6,832,31 9 to Bell et al. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Minh Dinh whose telephone number is 571-272-3802. 
The examiner can nomnally be reached on Mon-Fri: 10:00am-6:30pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Gllberto Barron can be reached on 571-272-3799. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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